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ABSTRACT' Warning people of an impending hazard
seeks to make them aware of the threat and to elicit actions that
would minimize the dangers to life and propery ? Because
technolegical and natural hazards differ in important ways, the
alerting and notification process for technological and natural
hazards is also different. One of the differences rests in the
ability of people to detect many natural hazards in a direct
sensory manner; technological hazards often make such
detection more difficult. For example, ¢.tection of radiological
releases without instrumentation is nearly impossible, but even
with tornadoes where warning is notoriously difficult, people are
at least able 1o use their senses to detect the potential for
hazard. Hence, warning for technological hazards is in some
ways more problematic, generally representing a rather rapid
shift from normalcy to emergency  This paper builds on the
significant foundation of natural hazard warning research in
developing a model of warning suitable for technological
hazards This model specifically examines immediate
cascading, or networking, of the warning signal and message, so
often reported in the natural hazard literalure. The implications
for technological and natural hazard warnings systems are
examined.

I. INTRODUCTION

Warning people of an impending danger may be
partitioned into two somewhat distinct aspects. The first deals
with alerting the public that something is wrong, that some
hazard is imminent. The second concerns the ability of
emergency officials to communicate the warning message to
prompt appropriate action. The primary issues of alerting
revolve around the ability to make people aware of the threat.
This alenting often involves the technical ability to develop,
construct, maintain and use a warning system, which may
consist of sirens, bells, whistles, teievision and radio broadcasts,
telephone systems and even social organization. The primary
notification issues center on the public's interpretation of the
warning message. The interpretation of the warning message is
fundamentally important in the selection of appropriate action in
response to warning. The focus of this paper is on the social
processes associated with alerting the public to potential danger

Hazards are broadly cast as technological and natural
Technological hazards are generally characterized by the failure

"The research on which this paper is based was partially supported by the
Federal Emergency Management Agency (Cooperative Agreement No EMW
K-1024) The authors accept full responsibiity for the contents herein and
gratelully acknowledge the support. comments and crticisms offered by
colleagues at the University of Pittsburgh

“The former s the alerting function of warning systems, and the latter
constitutes their notification function
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of a technological system(s). While technological hazards are
generated by human interaction with the environment, natural
hazards may be viewed as "acts of God © Hence, guestions of
culpability are often associated with technological hazards. The
developers and operators of the technological system become
legally responsible for the safety of its operation Such
culpability is seldom attributed to natural disaslers At least for
some kinds of technological crises the potential impact area is
predictable.  While even the best meteorologist has difficulty
determining the pathway(s) and point(s) of impact for an
approaching tornado, hazardous facilities that are geographically
fixed, thus there is the advantage of being able to establish
emergency planning zones in proximity of the fixed facility. On
the negative side, at least some technological hazards are less
detectable than any natural hazard. Nuclear exposures, for
example, are not detectable by any of the five human senses,
some foxic chemical releases are similarlly undelectable
However, other technological hazards make possible the use of
many of the same detection criteria as natural disaster threats.
For example, the danger of dam failures is often brought on by
heavy rains and results in flooding that is detectable by the same
mechanisms as other forms of flooding. This paper focuses on
the social aspect of the alerting process, primarily for hazards of
a fixed, or at least known geographic location. However. the
social principles applied to these fixed geographic locations
apply equally well to other technological hazards and even
natural hazard alerting situations.

Il. BACKGROUND

Warning messages pass through a variety of pathways
which may color their meaning. Some of these pathways involve
cognitive functions, others have to do with social structural
considerations.  An individual's interactions with others form
social networks. Even though these networks have many farms,
their routine and established nature has led to widely accepted

empirical generalizations about how they function in society at
large (e.g., Parsons 1951, Coleman et al. 1957, Grangvetter
1973, Blau 1977) and in particular how they function during
emergency warning. Two general propositions are strongly
supported by the disaster literature (Williams 1964). First, that
people respond to emergency warnings in a context of their prior
experience, extant social and physical environment and existing
conditions which interact with the warning message. And
second, that the degree to which the warning message is
received depends on the nature of the message, taken in the
context of the social network, and the prior behaviors of all social
actors in processing such information. Hence, people in social
networks in specific locations have extant estimates of the threat
presented by the environment in which they live  These
estimates and their experience vector provide the data base from
which the selection of behavior is derived-the decision 1o
accept, ignore, disseminate, challenge. or confirm the warning
message (Baker 1979)
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Emergency warnings may resull in the recogniion of threat
which creates a psychological discomfon One important
mechanism  to  alleviate this involves efforts 1o reduce
uncentainty  The warning process (Figure 1) invelves both
factors aftecting the message and charactenstics of the receiver
Once the warning is received the content is evaluated in terms of
the cenainty and ambiguity of the estimated severily, timing and
location of impact  Essentially, “Is it likely to effect me? When
will it occur? The evaluation of the warning message resulls in
the determination of its relevance. If the message content is
deemed irrelevant, no emergency response is likely However,
should the warning message be considered relevant, the
message is further processed in the context of prior disaster
experience, relative proximity, confidence in the source of
warning, interpretation and discussion with mernbers of the
social network. The warning message is processed in the
context of the existing social structure, which results in, at least,
the initial perception of threat. The cumulative process provides
the foundation for the selection and evaluation of emergency
behavior.

The social process which is then triggered also serves to
further disseminate the warning message. When an individual
receives, recognizes, verities and believes the warning message
and deliberately disseminates 1t to others in the social network, a
purposive warning dissemination takes place. An incidental
warning takes place when the individual in the process of
seeking confirmation of the warning message, inadvertently gets
in touch with someone who has not been alerted yet Warning
confirmation and dissemination through the social network helps
warn previously unwarned people. if indirectly, and confirms the
meaning of the original warning for those having received it
previously "Instead of trying to stop people [from] calling one
another ways ocught tv be found 1o take advantage of such calls
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s0 as to improve the dissemination of warning messages
(Kendrick 197G 346)  Furthermore it should be added that both
contirmation and dissemination of warning through the social
network improve respoense 10 emergency warmings (Quarantelh
and Dynes 1976, Perry et al 1980 Drabek and Boggs 1568,
Mileti and Beck 1975, and Rogers and Nehnevagsa 1984)
Ettective warming messages have been described by Janis
(1958} as requinng a batance between tear arousing and fear
reducing statements  bear arousing statements describe the
impenaging aanger in sutticient detal as to evoke vivid mental
images of the cnsis, reducing the poscihility tor surpnise as the
disaster evolves Fearreducing statements realistically present
the mitigating tactors ot the ampending situation, and provide
information regaramg realistic actions 1o be taken by authornties
and individuals. both inacpenaently ol one another and jomntly
The tear-arousing coment of the warning message alens the
pubhc 1o the potental tor narm, while [he learreducing
statements consist of notiication of appropridte mitigating action

lll. THE ALERTING PROCESS

People are alened to the potennal tor danger by a vanely
of sources These sources of warming are proadly classitiable
warmning by autnonties, from the mass meaia, and those
transmitted through the social network  Drabek (1969) and Perry
et al (1981) reter to wartung from authority as those messages
which are generaled from and dissemunated by emergency-
services organizations (e g, police or fire depantments, civil
defense organizations or the national guard), while mass media
warnmings usually come from radio and television, although in
slowly evolving disasters, the print media also play a crucial role
The social network provides warning through relatives, friend
and neighbors  Perry et al (1981) report that 41 2% ot first
warnings for rivenne tloods in four communities came from
authorities. While there was apparently no time tor mass media
warnings in two communities, the mass media accounted lor
8 1% of warning alerts. Nearly half of the first warnings in these
four communities stemmed from the social network -37 6% from
friends and neighbors, and 13.0% from relatives  While the
distinction between social network alerts that purposely
disseminate the warning, and those that incidentally warn others
is not possible on the basis of the present evidence, the receipt
of first warning is often made through personal contacts with
members of the social network (Perry 1981, and Mileti 1974).

Around Three Mile Island more people received their first
warning (were alerted) via social networks than expected 1o
receive such warnings. Flynn (1979) tfound that only 6%
expecled 10 be alented by friends, neighbors and relatives, but
Brunn et al. (1979) and Barnes el al. (1979) report 18% to 25%
actually claimed to have received their tirst warning from social
network sources Of those people receiving warning on the first
day of the accident, 22% were alerted through the social
network, and for those with the highest saliency (living within &
miles), 43% were alerted by people in their social network
(Barnes et al. 1979) This is consistent with other research
which suggests that "word-of-mouth” warnings are more likely
among people most likely 1o be affected by the impending
danger (e g. closest to the threatened area (Diggory 1956)
Hence, for fixed-site technological hazards, where the saliency
for nearby residents is fairly clear, social networks may be more
effective than in situations where the proximity of hazard is less
clear. In natural disasters, in which the probable impact area
can be ascerained reasonably well, significant proportions of
people are also alerted through the social network  For example,
Perry (1981) reports 31.7% and 38 6% of the people received
their first warming from others in their social network in
connection with the volcanic activity and tloods respectively




The overall emergency alerting process can be considered as
comprised of two basic processes. The warning alent process
determines the capability of the warning technology (e.g., sirens,
bells) to deliver the warning message 1o the public. The
effectiveness, of course depends on factors of the physical
environment and the system technology, both constrained by
nalural laws. Siren sound coverage, ambient noise levels,
warning signal  attenuation, biological hearing capability,
acoustical propenties of the alening signal are among the salient
considerations. To the extent that human activities alter such
parameters, such as sleeping, operating equipment or listening
to music, social behavior is clearly critical to the actualized initial
receipt of the message. The dissemination of the warning alent
takes place through the household and neighborhood alen
processes. The household or "area” pracess involves the intra-
household dissemination of the warning message, while the
neighbornood  process  represents  the  inter-household
dissemination ot warning.

The warning alent process results in some households
being completely alerted by the initial warning signal, others may
have at least one person alerted, and in some households no
one will be alerted by the initial warning signal (Figure 2). The
household alenting process characterizes the distribution of the
warning signal within a household that is partially alerted by the
initial warning signal (i.e., at least one person). Households
where everyone is alerted, either by the initial warning signal or
through intra-househcld dissemination, become the potential
warning message transmitters in the neighborhood process.

| WARNING ALERT PROCESS |
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| HOUSEHOLD ALERTING PROCESS)

——>| NEIGHBORHOOD ALE LERTING PROCESS]

Neighborhood Alert Complete

—Ye

Alert Other
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o
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Figure 2 - Alerting Process

IThis paper does not examine the significant issues associated with the
notification process, which involves the beliet and interpretation of the warning
message and the selection of behavior The significant issues of behavioral
contagion, will people take action independently or in conjunction with the
behavior of Iriends, neighbors and relatives, and the effect of sourcae of warning
confirmation, or type of warning nolification on behavior selection are excludod
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Households that initially remain unalerted may receive the
warning through the neighborhood alerting process. The
household alerting process is consistent with family re-unification
for household emergency response (Rogers and Nehnevajsa
1984, Frazier 1979, and Drabek™ 1969), which finds that
households prefer to respond to crises as a unit. Both the
household and the neighborhood alenting processes provide
consistent confirmation of warning that often lakes place during
emergency warnings (Rogers 1985).2

IV. WARNING ALERT MODELS

Considering a late-night (ie., 12 midnight 10 6 a.m)
warning, Nehnevajsa (1985a) incorporates three major tactors in
assessing warning alert: 1) The effect ot non-sleeping activities,
2) the eflect of intra-household networking, and 3) the effect of
inter-household networking. Activity probabilities are based on a
detailed study of time use conducted by the University of
Michigan (Juster et al. 1983) which results in late-night
probabilities of being awake of .092 and .058 between midnight

and2am, and ? am. and 6 am. respectively (Hummon et al. In
Press). Intra-household networking is considered on the basis of
household by size and composition, peak alenting signal levels
as a function of distance from the warning signal source,
attenuation rates for different types of houses and residential
conditions. Somewhat conservatively assuming that about half of
those alerted by the initial warning signal will make a single
contact with another household (even though 87.5% of
respondents in a recent University of Pittsburgh study expect
their neighbors to contact others, even in the middle of the night,
to warn them of impending danger), initial “acoustic™ alerting of
69.0%, would be augmented to 79.3% of the residents, given
these basic considerations. A second acoustic signal, resulting
in 72.8% of the people alerted would be enhanced to 82.2%
alerted.

Even an elementary model, which only accounts for
arousal probabilities by household size significantly reduces the
proportion of people left unwarned (Nehnevajsa 1985b).
Assuming that only one in four people alerted by the initial signal
would attempt to make contact with others in their social network
the initial waming signal leaves 15.5% of the people unalened.
However, a single social network contact decreases the
proportion of unalerted people to 11.6%, and a second
networking attempt reduces the unalerted proportion to 8.6%.

One signiticant limitation of these models revolves around
the timing of the networking process (Landry and Rogers 1982
and Nehnevajsa 1985b). The warning process that incorporates
both the initial alerting system, which is technologically (e.g.,
sirens, bells, television, or radio) based, and diffusion of warning
through the social network, involves initial alerting via a
"broadcast” process,® and subsequent alerting via a "binh"
process® (Lave and March 1975). Both processes are time
oriented (1) and limited by the size of the population to be alerted
(N). The broadcast and birth processes are represented
respectively by

dn/dt = a,(N-n), and dn/dt = a,n(N-n),

where n, is the alerted population at the beginning of each period
(to. 14, 1., and a, and a,, are proportions summarizing the
diffusion properties of the respeclive processes. Combining
these two processes into a single warning system

“This process rests on the broadcast of the warning message by technical
mechanisms, such as television, radio, sirens, bells, whistles or a combination of
these spacific technologios in combination with organizational assistance. It is
referred to as broadcast because the message is broadcast from a relatively
centralized source to the public

5This process rests on the dissemination of the message among people It
relies on a less centralized warning dissemination, where each racipient passes
or at least attempts to pass the message 1o others in the network




dn/dt = k{a,(N-n)} + (1-k){a,n(N-n)},
where k, is the proportion receiving the warning alert signal, and
(1-k) represents the proportion not alerted by the broadcast
signal.

Using this classical model of the dissemination of warning,
the timing of warning over the initial period can be examined.
Suppose the broadcast warning system only operates in the first
three minutes of the warning period, even though no warning
system that we are aware of operates only in the first few
minutes without being reactivated in later periods. Funher
suppose that k is equal to the proportion of non-sleepers. This is
equivalent to saying that arousal from sleep need not be
considered for those that are not asleep. Finally consider a
broadcast process efficiency (a,) of only .5, and a binth process
effectiveness (a,) of .3. This broadcast efficiency is well below
the acoustical warning rate reported by Nehnevajsa (1985a), and
the contagion effect is substantially below people’'s expectations
and reported incidents. Even assuming these conservative
system parameters, the warning system alerls 76.2% in the
dead-of-night (2 a.m. to 4 am,) in the first 15 minutes (Figure
3).5 Given the drastically larger proportion of non-sleeping
people between 8 am. and 10 am., and 8 p.m. and 10 p.m,, the
proportion warned exceeds B0% in the initial periods of warning,
resulting in approximately 88% being alerted in the first fifteen
minutes. Given quite different broadcast alerting probabilities,
reflecting the period of the day ditferences, the results at the end
of fifteen minutes are remarkably similar, but the trajectory within
the period is very different. Hence for technological hazards with
various onset limes, the broadcast system requirements will be
somewhat different. For technologies either with long onset
times or where warning systems can be activated early, systems
may place greater dependence on the bith process in
emergency warning
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SMinutes is perhaps better described as steps, inasmuch as we remain
uncertain about the exact duration required for message passing. While given
adequate saliency household contagion probably take less than a minute,
message passing in the neighborhood process is less certain. Hence what we
iabel as minutes reflects steps that probably range in duration from somewhere
near 15 seconds upwards 10 3 to 5 minutes  The actual duration of these time
intervals is almost cenainly dependent on the nature of the hazard its saliency,
tming and action requirement
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V. POLICY IMPLICATIONS AND

CONCLUSIONS

Social network alerting deserves full recognition as a valid
aspect of the overall emergency warning process. It cannol be
assumed that everyone, especially younger children, is able to
properly interpret the meaning of the warning signal, even il it is
“heard,” and thereby recognize the impending threat. Therefore,
the cascading effects of networking become an integral parn of
the system. The dissemination of warning provided by the
cascading of the warning message through the social network
significantly enhances coverage of the warning aledt. Hence,
emergency warning systems can effectively alernt residents in
adjacent areas by taking advantage of the social network
dissemination of wariing. This is particularly true for fixed-
location technological hazards, such as nuclear power plants.
However, it is incumbent upon risk managers of such facilities to
increase public awareness of the potential for hazard, ability to
recognize and interpret the alerting signal, and awareness of
what actions to take.

All emergency warning systems take advantage of both an
alent signal and a further dissemination of the warning through
the social network. The trade-off between the two processes
rests on considerations of cost and timing of adequale coverage.
Because the bith process depends on alerted people to
disseminate the warning message, the more expensive
broadcast of emergency warning is inherently faster. For
hazards with onset trajeclories similar to hurricanes, the warning
system can place more reliance on the networking process.
Relatively slowly evolving emergencies not only provide time for
the social networking process to be highly effective, but these
hazards also allow people to become attuned to the impending
hazard, which "pre-charges” the network for further alenting and
notification as information ahout the hazard gets to be more
intensive, and the danger becomes more acute. On the other
end of the hazard spectrum, rapidly evolving hazards require
greater reliance on a broadcast system, even though such a
system can never be completely effective on its own. Hence,
one key factor in determining the extent to which the less costly
social network dissemination of warning can be employed
concerns the technologies which permit an early detection of
particular hazards. Can the hazard be detected with sufficient
lead time to alert the public? Another factor in the selection of an
efficient emergency warning system (i.e., obtaining coverage
with an optimum mix of the broadcast and social network
processes) is the reliability of early warning, and appropriate
policy decisions to warn at early stages of a possible disaster.
This involves another trade-off between the issuance of early
warning and the probability of a false alarm.

Tc the extent that there is actable time, any warning
system can be improved, in the sense of alerting more people
with less time, both through improvements in the broadcast
system and by enhancing the social nelwork process. The
broadcast system can alert more people by enhanced coverage
(e.g., louder signals, or more complete distribution of warning
devices among the population). While these system
improvements are desirable, the social network process can also
be enhanced by encouraging people to contact others when they
are alerted. By encouraging people to become involved in the
emergency warning process, emergency preparedness beyond
better warning is improved, because people are more likely to
develop an understanding of the potential hazards, the nature of
potential threats, the kinds of available protective actions
needed, and take an active role in assuring their own safety, and
in enhancing the safety of their relatives, friends and neighbors.
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